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Abstract 

 

Urban flooding has been considered an important issue caused by rapid urbanization climate variability and lack 

or deterioration of drainage infrastructure. In fact, traditional flood control practices tend to rely on static drainage, 

manual monitoring, and empirical flood operation guidance rather than being dynamic to urban development and 

climatic changes. Meanwhile, the significance of incorporating IoT, AI, and data-driven approaches into urban 

flood resilience has been gaining momentum. Therefore, real-time sensor information, intelligent drainage control, 

and predictive tools can be integrated in a novel way to constitute urban systems that make decisions more 

precisely, in time, and on adaptation grounds than did tradition. Its contribution is expected to be in examining 

new sensor networks, machine learning algorithms such as LSTM and CNN, and spatiotemporal data analysis for 

flood prediction, risk mapping, and intelligent drain control. It is also explained how they place importance on 

early warning systems, an automated response framework, and combined flooding monitoring tools. Thus, the 

paper highlights the use of such technologies as cost-effective and efficient methods for improving flood decision-

making, mitigating flood damage, and realizing sustainable urban development. This review integrates both recent 

research and practical examples. It is a manual of approaches for civil engineers, urban planners and decision-

makers seeking to design and implement infrastructure that can withstand natural disasters in flood-prone urban 

areas. 
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1. Introduction 

 

Flooding is the most destructive natural disaster worldwide, with resultant impacts on property and livelihood. 

Recent studies have confirmed a significant contribution of climate change to causing flood events—varying 

rainfall patterns in intensity and frequency, and reductions in soil infiltration capacity (Kaya & Derin, 2023). The 

occurrence and intensity of extreme flood events will become more pronounced in the future due to global 

warming, posing an environmental catastrophe with the most significant potential to affect people and the economy 

(Ma et al., 2022). Developing countries, especially those in South and Southeast Asia, face greater challenges due 

to inadequate early warning systems and insufficient flood management infrastructure. 

Traditional flood monitoring methods rely on manual measurements and satellite data and focus on fixed barriers; 

as a result, they are slow to issue warnings, require high maintenance, and have limited coverage at remote sites. 

The primary objective of this review synthesizes current knowledge on IoT and AI-based solutions for urban flood 

resilience, focusing on: (1) real-time flood monitoring, (2) prediction accuracy, and (3) drainage management 

effectiveness.. Machine learning and IoT-enabled real-time flood data collection, transmission, and analysis 

enhance predictive capabilities (Munawar et al., 2022). Urban flood susceptibility mapping, using methods such 

as artificial neural networks and adaptive neuro-fuzzy inference systems, considers spatial factors such as 

elevation, slope, and land use to inform drainage design and risk mitigation measures (Razavi Termeh et al., 2018). 

This review centers on IoT- and AI-based urban flood resilience,  

emphasizing the advantages and challenges, as well as the prospects for Digital Twin technology for real-time 

drainage management. 
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                           Figure 1. Components of flood forecasting and prediction systems (Kumar et al., 2025) 

 

Flood monitoring has been transformed by IoT through real-time water-level detection using ultrasonic and water-

pressure sensors, with data transmitted via energy-efficient LoRa WAN and NB-IoT networks to cloud platforms 

such as AWS IoT and Google Cloud for automated monitoring and emergency response. Flood prediction is 

enhanced by machine learning algorithms such as k-nearest neighbors (Liu et al., 2016), deep convolutional neural 

networks (Kabir et al., 2020), decision trees (Costache et al., 2021), support vector regression (Ateeq-ur-Rauf et 

al., 2018), random forests (Al-Fawa'Reh et al., 2021), and artificial neural networks, each suited to various data 

types and modelling needs. Artificial Neural Networks excel at modeling complex nonlinear relationships (Michele 

et al., 2019), while Support Vector Machines handle high-dimensional classification (Gao et al., 2019), and 

decision trees and random forests are interpretable and effective for mixed data (Shanmugasundar et al., 2021). 

Digital twin technology creates a live, virtual replica of physical systems for continuous monitoring, simulation, 

and predictive analysis, enabling dynamic flood-simulation testing and strategy optimization (Allen et al., 2023). 

Together, these IoT, AI, and data-centric technologies provide a comprehensive approach to enhancing smart urban 

flood resilience and addressing modern drainage challenges. 

 

2. Literature Review 

 

(Roosipuu et al., 2023) Analyzed the applicability of NB-IoT cellular sensor networks for real-time monitoring 

and control of Urban Drainage Systems, with emphasis on underground signal propagation. A field study was 

conducted in Rakvere, Estonia, during which signal level measurements were taken. It was found that installing an 

NB-IoT device 0.5 m below a plastic maintenance hole cover is the optimum installation procedure for signal 

stability and minimal energy consumption. The 3GPP O2I path-loss model was applied in the study, and it was 

determined that a minimum NB-RSRP signal level of –104 dBm at ground level should be maintained for worst-

case reliable connectivity. When weak signal flood control nodes were excluded, the number of major flooding 

events increased by only 3.9%, and the average flood duration by 4.2%, making the system highly flexible. It was 

also stressed that underground antennas can be installed practically without any expensive surface-level 

modifications, thereby eliminating the need for other complex installation and maintenance. Overall, this work 

supports NB-IoT as a cheap and energy-efficient alternative for smart UDS deployment. 

 

 

 

 

 

 

 

 

                                                                                                                                           

                                                                                                                                                                                         

 

                                                                                                                                                

 

 

 

(Keung et al., 2018) In their paper, Chung and colleagues addressed challenges in Hong Kong, noting that heavy 

rainfall and flooding are exacerbated by climate change and urbanization. It calls for improvements in stormwater 

 

Figure 2: Full process  
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urban drainage 
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time management 

(Roosipuu et al., 2023) 
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management and proposes an innovative drainage system powered by IoT technology. A prototype system with 

sensors and an ANN for real-time monitoring and predictive maintenance is built to improve flood control and 

drainage efficiency, thereby protecting the community from threats posed by extreme weather. 

 

3 Application of IOT, ML, Digital Twin In drainage system 

 

3.1 Empowering Urban Flood Management with IoT Water Level Sensors 

The presence of Internet of Things (IoT) sensors brings innovation to urban flood drainage solutions and establishes 

advanced flood-risk monitoring and management in cities. With advanced geotechnical sensors, such as water 

level sensors (Jimale et al. 2023), river flow sensors, rain gauges, temperature and humidity sensors and soil 

moisture sensors (Morchid et al., 2025) in drainage infrastructure—real-time and highly granular observation of 

important hydrological parameters can be achieved in urban areas. These sensors are controlled mainly by 

microcontrollers such as Arduino or YF-S201 (Zakaria et al., 2023) using local transmission, where they enable 

the data to be wirelessly transmitted backbone networks and then sent to a centralized platform for processing 

without delay. As more data is collected, the centralized system can assess water conditions. In addition, the system 

can detect anomalies and provide flood predictions, detect anomalies in waters, and provide predictions for flood 

scenarios. For example, the variety of sensors within the linked article on smart IoT and flood early detection 

(Armesto et al., 2023), including such devices as LiDAR (Isabela State University, Calamagui 1st, City of Ilagan, 
Isabela et al., 2023) which provide highly accurate water level measurements; digital barometric pressure units 

(Dublin et al., 2024) offering atmosphere monitoring; and multifunctional probes (Narayana et al., 2024) capable 

of measuring pH, turbidity or air quality–enhances both the accuracy and coverage of flood risk assessments. Early 

flood detection, improved emergency warnings, and dynamic operation of the pumps or gates at urban drainage 

systems, this is among its benefits, being able to substantially reduce the danger of serious flooding and 

predetermine land-use allocation on a fact basis. 

 

3.2 Transforming Sensor Data into Flood Predictions through Machine Learning 

Latest ML and deep learning techniques are improving flood and river flow forecasts. In flood prediction research, 

many studies repeatedly demonstrate that Long Short-Term Memory (LSTM), Multilevel Group Method of Data 

Handling (ML-GMDH), and Deep Recurrent Neural Networks (DRNN) achieve excellent predictive performance, 

with LSTM generally slightly better than the other two. The relevance of this type is evident in trends such as R² 

values of 0.91 and very high precision (Aatif et al., 2024). The Forecasting Ability Assessment System, as described 

by Jiang (2012), was implemented using the Hadoop Distributed File System (HDFS) parallel algorithm. Some 

hybrid combinations of algorithms, such as Random Forest (RF), Multilayer Perceptron (MLP), K-Nearest 

Neighbors (KNN), and support vector regression (SVR), have achieved forecast accuracy improvements of more 

than 95%. Hence, the conclusion that river flood hydrodynamics are a complex system; only when collaborative 

models with complementary properties and assumptions come together can this effect be clearly addressed (Rifath 

et al., 2024).  

Each machine learning framework offers a unique benefit for predicting floods at different scales, whether spatial 

or temporal. For example, ANN models can identify complex patterns in flood behavior using historical data, 

whereas SVM results shown here indicate that events are classified into distinct flood-occurrence categories. 

The combination of ANFIS with Wavelet Neural Networks (WNN) improves the accuracy of long-term flash flood 

forecasting by marrying the learning capabilities of neural networks and fuzzy logic reasoning. Besides, 

probabilistic models such as Bayesian Networks and Copula functions are very important for quantifying 

uncertainty in forecasting, which is an essential prerequisite for assessing flood risk (Aljohani et al., 2023). 

Conversely, state-of-the-art CNNs and new deep learning approaches: 1) enjoy good generalization capabilities 

and allow for the transfer of learned knowledge to new geographic regions, 2) offer state-of-the-art flood 

susceptibility mapping, and 3) perform real-time risk assessment. 

By integrating dissimilar datasets using ensemble computing techniques, such as XGBoost or GBDT, improved 

prediction of multi-step flood events and real-time water monitoring can be achieved. Due to its robustness, 

Random Forests excel in flood risk and water level forecasting. By combining multi-model data-driven approaches, 

accurate and timely flood forecasts are provided, which are necessary for resilient urban flood management. 

The machine learning algorithms we chose produce risk maps alongside flood forecasts and reality. These risk 

maps are an essential tool for disaster response teams making decisions and for regulators seeking better methods 

to control or prevent floods. 

. 
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ANNs, RNNs, and LSTMs time-series analysis methods effectively model the complexity of urban flood 

forecasting. Flood events are classified using support vector machines and decision trees for automatic warning 

systems, while clustering algorithms, such as KNN, enable dynamic risk maps. In addition, using the same machine 

learning methods, we have developed a dedicated set for evaluating and predicting water resource allocation 

systems. Regression techniques predict continuous flood variables from real-time and historical data (Triguero et 

al., 2019). 

 

3.3 Digital Twin Technology for Enhanced Flood Risk Management and Urban Resilience 

Depending on variations in flood simulation requirements, the urban digital twin is equipped with flood data to 

support detailed decision-making. Since these digital twins provide a fast-track simulation of a forecast disaster 

and show the impacts on vulnerable points, these systems can be used in practical emergency planning: evacuation, 

shelter, and supply allocation. In 3D visualizations of flood scenarios, urban planners can identify areas highly 

prone to flooding and may consider introducing land-use changes or even relocating the population to reduce 

losses. They can also support strategic infrastructure planning so that certain new infrastructure developments are 

located away from flood-prone areas and do not block natural drainage. Digital twins also help ensure safety for 

other critical infrastructure, such as underground utilities and transportation systems, by maintaining routes free of 

waterlogging. Consequently, digital twins foster enhanced resilience by facilitating proactive flood risk mitigation 

and emergency preparedness in urban areas (Rajendran, 2024). 

 

4. Key Challenges in IOT, ML, Digital Twin In drainage system 

 

Despite great advancements in IoT, machine learning, and digital twin techniques for urban flood resilience, certain 

crucial challenges have served to limit their watershed moments in drainage system management. 

• Data Availability and Quality: Flood management relies on precise spatial-temporal data; challenges like 

missing or noisy data can be partly mitigated by remote sensing, though it has limitations like low 

resolution and cloud interference (Hapuarachchi et al., 2011). 

• Model Complexity and Variability: Flood systems are complex due to nonlinear, dynamic factors; 

machine learning models must capture this complexity but require careful tuning and local customization 

for accuracy(Tien Bui et al., 2020). 

• Uncertainty and Interpretability: Flood predictions involve uncertainty from complex dynamics and 

imperfect data; probabilistic models and interpretability tools like SHAP and LIME improve 

understanding and stakeholder trust(Boelee et al., 2019). 

• Data Resolution and Accuracy: Coarse global datasets yield approximate model outputs, reducing 

accuracy in identifying flood-prone areas and limiting precise hazard mapping(Fan et al., 2025). 

  5. Future Trends 

• Standardized frameworks will ensure seamless data exchange and interoperability among IoT, ML 

models, and digital twins (Syed et al., 2024).  

• Real-time adaptive systems will enable continuous model updates and predictive control using live IoT 

data streams (Ge & Qin, 2025).  

• Explainable AI integrated into digital twin dashboards will enhance trust and decision-making for flood 

management (Jimale et al., 2023). 

• Multisource data fusion will enrich digital twins with diverse inputs, thereby improving urban flood 

prediction and awareness (Li, 2025). 

Figure 3. ML applications and models 

for flood prediction/forecasting 

(Kumar et al., 2025) 
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6. Conclusion 

The integration of IoT-AI and Digital Twin constitutes a paradigmatic shift in urban flood resilience and drainage. 

This combined technology approach fascinates engineers and scientists alike, as it enables them to collect real-

time data and perform predictive and remedial analytics. To dynamically control a physical system in harmony 

with her natural processes, delivering the fastest and most accurate response to a flood event in human history. 

Data on floods collected by IoT sensors has higher hydraulic accuracy. Flood forecasting is benefiting from 

machine learning techniques. Urban resilience has been further reinforced by building a digital twin of real-time 

flood scenarios to support better decision-making. At this stage, beyond those listed earlier, R&D is actively 

addressing these gaps. In the future, intelligent drainage infrastructure — an adaptive, interoperable, and 

explainable system — will emerge. In this respect, innovations are leading toward a sustainable, data-driven, 

resilient urban flood management. 
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